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Sometimes, it's would be useful to relax the Java security manager to allow connection to secure HTTP server using self-signed certificate, especially
during development phase. To avoid Java exception on HTTPS connection, it's possible to add self signed certificate to the Java trusted X509 certificate
repository using Java keystore command line tool:

% cd /Li brary/Java/ Home/ | i b/ security
% sudo keytool -inport -keystore cacerts -alias anAlias -file aCertificate

(The default password for the "cacerts" keystore is "changeit")

But this can be painful, even more if the application must be tested with various servers using self-signed or bad defined certificate. And if a server is using
a certificate with a hostname different from the one you use to test it, it will still fail.

It's also possible to change the Tr ust Manager and Host naneVeri fi er in Java code, but the API did change from JDK 1.3 and 1.4. Unfortunately, the
old deprecated " com sun. net . ssl " package is still available, making setting of a custom Tr ust Manager and Host nanmeVeri fi er a bit difficult.

So I've created an utility class that allow relaxing of the SSL trust rules. Simply add it to a package, an application or a framework, and call:

® SSLUtilities.trustAllHostnanes() to turn off the default hostname verification on HTTPS connection;
® SSLUtilities.trustAll HtpsCertificates() toturn off the default certificate validation on HTTPS connection.

SSLUtilities.java

import java.security.General SecurityException;
inport java.security. SecureRandom

import java.security.cert.X509Certificate;

i mport javax.net.ssl.HostnanmeVerifier;

i nport javax.net.ssl.HtpsURLConnection;

i mport javax. net.ssl.SSLCont ext;

i mport javax.net.ssl.TrustManager;

i nport javax. net.ssl.X509Trust Manager;

| **

* This class provide various static nmethods that relax X509 certificate and
* hostnanme verification while using the SSL over the HTTP protocol.

* @aut hor Francis Labrie

*/

public final class SSLUilities {

/**
* Hostname verifier for the Sun's deprecated API.
*
* @eprecated see {@ink #_hostnaneVerifier}.
*/
private static com sun. net.ssl.HostnanmeVerifier __hostnaneVerifier;
/*-k
* Thrust managers for the Sun's deprecated API.
*
* @leprecated see {@ink #_trustManagers}.
*/
private static com sun.net.ssl.TrustManager[] __trustManagers;
/**
* Hostnane verifier.
*/
private static HostnaneVerifier _hostnameVerifier;
/**
* Thrust nmanagers.
*/
private static Trust Manager[] _trustManagers;

| **

* Set the default Hostname Verifier to an instance of a fake class that



* trust all hostnanes. This nethod uses the old deprecated APl fromthe
* <code>com sun. ssl </ code> package.
*
* @leprecated see {@ink #_trustAllHostnanes()}.
*/
private static void __trustAllHostnames() {
/1l Create a trust mmnager that does not validate certificate chains

if(__hostnameVerifier == null) {
__hostnameVerifier = new _FakeHost naneVerifier();
Yy Iroif

/1 Install the all-trusting host nane verifier
com sun. net. ssl . Ht t psURLConnect i on.
set Def aul t Host naneVeri fi er(__hostnameVerifier);
} /] __trustAllHtpsCertificates

/**
* Set the default X509 Trust Manager to an instance of a fake class that
* trust all certificates, even the self-signed ones. This nmethod uses the
* ol d deprecated APl from the <code>com sun. ssl </ code> package.
*
* @leprecated see {@ink #_trustAllHtpsCertificates()}.
*/
private static void _ trustA|lHtpsCertificates() {
com sun. net . ssl . SSLCont ext cont ext ;

/1 Create a trust mmnager that does not validate certificate chains
if(__trustManagers == null) {
__trustManagers = new com sun. net. ssl . Trust Manager[]
{new _FakeX509Tr ust Manager ()};

YyoILoif

/1 Install the all-trusting trust manager

try {
context = com sun. net.ssl.SSLCont ext. get|nstance("SSL");
context.init(null, _ trustManagers, new SecureRandom());

} catch(General SecurityException gse) {
throw new ||| egal St at eExcepti on(gse. get Message());
} /1 catch
com sun. net. ssl . H t psURLConnect i on.
set Def aul t SSLSocket Fact or y( cont ext . get Socket Factory());
} /1 __trustAllHtpsCertificates

* Return <code>true</code> if the protocol handler property <code>java.

* protocol . handl er. pkgs</code> is set to the Sun's <code>com sun. net.ssl.
* internal . ww. protocol </ code> deprecated one, <code>fal se</code>

* ot herw se.

* @eturn <code>true</code> if the protocol handler
* property is set to the Sun's deprecated one, <code>fal se</code>
* ot herw se.
*/
private static bool ean i sDeprecat edSSLProtocol () {
return("com sun. net.ssl.internal.ww. protocol ". equal s(System
get Property("java. protocol . handl er. pkgs")));
} /1 isDeprecat edSSLProt ocol

/**
* Set the default Hostname Verifier to an instance of a fake class that
* trust all hostnanes.
*/
private static void _trustAll Hostnames() {
/] Create a trust manager that does not validate certificate chains

if(_hostnaneVerifier == null) {
_hostnanmeVerifier = new FakeHost naneVerifier();
YIoif

/1 Install the all-trusting host name verifier:
Ht t psURLConnect i on. set Def aul t Host naneVeri fi er (_host naneVerifier);
} /'l _trustAllHtpsCertificates

| **

* Set the default X509 Trust Manager to an instance of a fake class that



* trust all certificates, even the self-signed ones.

*/

private static void _trustAl|lHtpsCertificates() {
SSLCont ext cont ext ;

/1 Create a trust manager that does not validate certificate chains

if(_trustManagers == null) {
_trustManagers = new Trust Manager[] {new FakeX509Trust Manager()};
YIoif
/1 Install the all-trusting trust nanager:
try {
context = SSLContext.getlnstance("SSL");
context.init(null, _trustManagers, new SecureRandon());

} catch(General SecurityException gse) {
throw new ||| egal St at eExcepti on(gse. get Message());
} /1 catch
Ht t psURLConnect i on. set Def aul t SSLSocket Fact or y(cont ext .
get Socket Factory());
} /1 _trustAllHtpsCertificates

/**
* Set the default Hostname Verifier to an instance of a fake class that
* trust all hostnanes.
*/
public static void trustAllHostnanes() {

/1 1s the deprecated protocol setted?

i f(isDeprecatedSSLProtocol ()) {

__trust Al l Host nanes();

} else {
_trust Al | Host nanmes() ;
} 11 else

} /1 trustAll Host nanmes

/**
* Set the default X509 Trust Manager to an instance of a fake class that
* trust all certificates, even the self-signed ones.
*/
public static void trustAl|lHtpsCertificates() {

/1 1s the deprecated protocol setted?

i f(isDeprecatedSSLProtocol ()) {

__trustAllHtpsCertificates();

} else {
_trustAll HtpsCertificates();
} /1 else

} /1 trustAllHtpsCertificates

/**

* This class inplenents a fake hostnanme verificator, trusting any host
* nanme. This class uses the old deprecated APl from the <code>com sun.
* ssl </ code> package.

*

*  @aut hor Francis Labrie
*
* @leprecated see {@ink SSLUtilities. FakeHostnameVerifier}.
*/
public static class _FakeHostnaneVerifier
i npl enents com sun. net. ssl. Host naneVerifier {

/**
* Always return <code>true</code>, indicating that the host nanme is an
* acceptable match with the server's authentication schene.

*  @ar am host nane the host nane.

* @ar am session the SSL session used on the connection to
* host .

* @eturn t he <code>true</code> bool ean val ue

* indicating the host name is trusted.

*/

public bool ean verify(String hostname, String session) {
return(true);
Y Il verify



} /1 _FakeHost nameVerifier

* This class allow any X509 certificates to be used to authenticate the

* renpte side of a secure socket, including self-signed certificates. This
* class uses the old deprecated APl fromthe <code>com sun. ssl </ code>

* package.

* @aut hor Francis Labrie

* @leprecated see {@ink SSLUtilities. FakeX509Trust Manager}.
*/
public static class _FakeX509Trust Manager
inpl enents com sun. net. ssl . X509Tr ust Manager {

/*-k

* Enpty array of certificate authority certificates.

*/

private static final X509Certificate[] _Acceptedlssuers =
new X509Certificate[] {}:

/**
* Always return <code>true</code>, trusting for client SSL

* <code>chai n</ code> peer certificate chain.
*

* @aram chain the peer certificate chain.

* @eturn t he <code>true</code> bool ean val ue
* indicating the chain is trusted.

*/

public bool ean isdientTrusted(X509Certificate[] chain) {
return(true);
} /1 checkdientTrusted

| **

* Always return <code>true</code>, trusting for server SSL
* <code>chai n</code> peer certificate chain.

*

* @aram chain the peer certificate chain.

* @eturn t he <code>true</code> bool ean val ue
* indicating the chain is trusted.

*/

public bool ean isServerTrusted(X509Certificate[] chain) {
return(true);
} /1 checkServer Trust ed

/**
* Return an enpty array of certificate authority certificates which
* are trusted for authenticating peers.
*
* @eturn a enpty array of issuer certificates.
*/
public X509Certificate[] getAcceptedlssuers() {
return(_Accept edl ssuers);
} /1 getAcceptedl ssuers
} /1 _FakeX509Trust Manager

| **

* This class inplenents a fake hostnanme verificator, trusting any host
* nane.
*
* @aut hor Francis Labrie
*
/
public static class FakeHostnaneVerifier inplenents HostnanmeVerifier {

| **

* Always return <code>true</code>, indicating that the host nanme is
* an acceptable match with the server's authentication schene.

*



* @aram host nanme the host nane.

* @ar am session the SSL session used on the connection to
* host.

* @eturn t he <code>true</code> bool ean val ue

* indicating the host name is trusted.

*/

public bool ean verify(String hostnane,
javax. net.ssl.SSLSession session) {
return(true);
Y 11 verify
} /1 FakeHost naneVerifier

| **

* This class allow any X509 certificates to be used to authenticate the
* renpte side of a secure socket, including self-signed certificates.
*
* @aut hor Francis Labrie
*/
public static class FakeX509Trust Manager inplenents X509Tr ust Manager {

/**

* Enpty array of certificate authority certificates.

*/

private static final X509Certificate[] _Acceptedlssuers =
new X509Certificate[] {};

/**
* Always trust for client SSL <code>chai n</code> peer certificate

* chain with any <code>aut hType</code> aut hentication types.
*

* @aram chain the peer certificate chain.

* @ar am aut hType the authentication type based on the client
* certificate.

*/

public void checkd ient Trusted(X509Certificate[] chain,
String authType) {
} /1 checkd ient Trusted

/**
* Always trust for server SSL <code>chai n</code> peer certificate
* chain with any <code>aut hType</code> exchange al gorithmtypes.

*

* @aram chain the peer certificate chain.
* @aram aut hType the key exchange al gorithm used.
*/

public void checkServer Trusted(X509Certificate[] chain,
String authType) {
} /1 checkServer Trust ed

| **

* Return an enpty array of certificate authority certificates which
* are trusted for authenticating peers.
*
* @eturn a enpty array of issuer certificates.
*/

public X509Certificate[] getAcceptedlssuers() {

return(_Accept edl ssuers);
} /1 getAcceptedl ssuers
} /1 FakeX509Trust Manager
} /1 SSLUilities
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